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policies are associated herewith.
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Annual 47 C.F.R. § 64.2009(e) CPNI Certification
EB Docket 06-36

Annual 64.2009(e) CPNI Certification for 2010

Date Completed: February IS, 2010

Name of licensee: Clifford E. Bade

Licensee's FRN: 0003965514

Name of signatory: Clifford Bade

Title of signatory: Owner

I, Clifford Bade, certify that I am the licensee named above, and acting as an agent of the
licensee, that I have personal knowledge that the licensee has established operating procedures
that are adequate to ensure compliance with the Commission's CPNI rules. See 47 C.F.R.§
64.2001 et seq.

Attached to this certification is an accompanying statement explaining the licensee's
procedures to ensure that the it is in compliance with the requirements set forth in section
64.2001 et seq. of the Commission's rules.

The licensee has not taken any actions (proceedings instituted or petitions filed by a
company at either state commissions, the court system, or at the Commission against data
brokers) against data brokers in the past year. At this time, the licensee does not have any
information to report with respect to the processes pretexters are using to attempt to access CPNI.

The licensee did not receive any customer complaint in the past year concerning the
unauthorized release of CPNI

Signed ~L'.~



CLIFFORD E. BADE
POLICIES FOR USE OF CPNI

The following policies are hereby established for the use of Customer Proprietary Network
Information (CPN/) in accord with the rules of the Federal Communications Commission
(FCC). All employees, agents, affiliates and subcontractors are bound by these policies
regarding the use and protection of customers' CPNI. Violations of these policies will
cause the violator to be subjected to disciplinary or remedial action at the discretion of
management.

1. A customer's CPNI may be employed internally for the purpose of offering our
existing customers additional services that we provide to the marketplace. Those
services must, however, be offered by us and not affiliated companies, unless such
use is approved by management to determine whether CPNI use is in accord with
FCC guidelines.

2. Customer approval is required for use of that customer's CPNI if we are offering a
different category of service from the one that the customer is presently receiving.
However, one can offer Customer Premises Equipment (mobiles, consoles,
portables) to deliver existing services that we are providing that customer, using that
customer's CPNI.

3. Under no cil"cumstances will anyone track a customer's use of its CPNI to determine
whether that customer is contacting any competing provider of our services.

4. A Customer's CPNI can be used to protect that customer's safety of life or property;
to offer adjunct-to-basic services (e.g. call forwarding); or to participate in research
regarding the health effects related to the use of company-provided equipment.

5. When a customer's approval to employ its CPNI is required, the request should
normally be: made in writing to be signed by the customer, however, oral approval
is permitted but will require the recipient of that approval to make specific record of
that approval including the date, time and identity of the customer representative
who provides such approval. All such records must be filed within our records and
be maintained for a period of not less than one year.

6. Any customer may revoke or limit its approval to our use of its CPNI. If this occurs,
the incident should be recorded and that record made a portion of our files.

7. Opt-in or Opt-out policies that allow customers to choose to have products and
services marketed to them by employment of their CPNI may be used by the
company at some future date. Such policies are not presently used. If used,
employees shall strictly adhere to all limitations and directions given for such
policies.



8. In the even that the company markets its products and services in cooperation with
a joint venturer or contractor, all such marketing using customers CPNI will not
commence until that joint venturer or contractor agrees, in writing, to be bound to
fulfill those obligations mandated under 47 C.F.R. §64.2007.

9. Prior to solicitation for customer approval to use their CPNI when such prior
approval is required, the company will provide written notification to each such
customer that explains that the customer is not required to give such approval and
records of such notification will be maintained for at least one year. All such
notifications must be approved by management to determine that the notification
complies with 47 C.F.R. §64.2008.

10. These policies will be made available to all employees and fully explained to each
employee to assure that they understand the nature of CPNI and customers' rights
granted by the FCC. Any employee that does not understand these policies or
requires fUl1her explanation of these policies will immediately contact their
supervisor prior to taking any action which might violate these policies.

11. Any use of ePNI as a portion of a marketing campaign will be fully recorded and the
documents recording each event, including the specific use, the services offered,
whether the services are offered by the company or an affiliate, and all other
relevant details of such use. Those records must be maintained by the company
for no less than one year and will contain all information required under 47 C.F.R.
§64.2009(c).

12. In the event of any complaint from a customer regarding use of its CPNI which the
customer deems improper, the employee that responds to that complaint shall make
a record of that complaint, including the means employed of addressing the
customer's Goncern, and that record will be maintained in the company's files for at
least one year. In the event that the problem arises due to circumstances
associated with an Opt-out program that are not mere anomalies, management
shall make notification to the FCC regarding such problems within five days of the
customer(s) reporting of such problems, in accord with 47 C.F.R. §64.2009.

The above policies shall be monitored for compliance by company management, including
periodic overview of customer records to assure that all necessary notifications and other
relevant records are being maintained. A copy of this policy statement shall be distributed
to each of the company's employees and any questions arising out of future compliance
with these policies shall be communicated to management. In the event that any confusion
arises regarding thl3 applicability or interpretation of any of the above policies, employees
shall first communicate such instance to management for the purpose of future handling
and will not, until receiving further direction from management, disclose or use any
customer's CPNI.

As further assistance to our employees, a copy of the applicable FCC rules
has been attached hereto for reference.
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provided using Internec Web s:tes (such
as crave'. reservacion services or mon.­
gage lending services), whether or noe
such ser"iccs may otherwise be consid­
ered to be informacion servIces.

U) Local exchange carrier (LEe). The
term "local exchange carrier (LEe)"
has the same meaning given to suc"
eerm Hl seccion 3(26) of ehe Commu­
nications Acc of 1934, as amended, 47
U.5.C.1:,3 (26)

(k) Opt-in approvai. The term "opt-in
approval" refers co a mechod for ob­
T:aining customer consent to use, dis­
close, Clr p'ermit access to the cus­
tomer's CPNL This. approval metnod
reouire~, chat che carrier obtain from
the cus'comer affirrr.ative, express con­
sent allowing che requested CPNI
usage, disclosure. or access aner the
CUST:Om'~r is provided appropriate noti­
ficatior, of the carrier's renuese con­
siseene wich the reqUirementS set for:h
in fiis ,>ubpart:.

(1) Opr-out approval. The term "opt­
ouc approval" refers to a method for
obcaining customer consent to use. di,,­
close, or permic access to the cus­
tomer'~; CPNL under chis approval
method. a customer is deemed to have
consented to the use, disclosure, or ac­
cess to the cUStomer's CPNJ if the cus­
tomer has failed co abject thereto with­
in the waitmg period described in
§64,200:Hd)(1) after the customer is pro­
vided appropriace notificatiun of the
carrier's requesc for consent consistent
WIth the rules in chis subpart:.

(m) Readily aVaJ'!ab/e biographical in­
formatjon. "Readily avatlable biD·
graphical information" 15 information
drawn from the customer's life history
and includes such thing5 as [he cus­
tomer's social securlcy number, or the
lasc four digits of that number: moth­
er's malden name; home address: or
date of birth,

(n) Subscriber Ust Information (SLI) ,
The term "subscriber list Informacion
(SLI)" has the same meaning given to
such term in section 222(0) (3) of the
Communications Act of El3t as amend·
ed, 47 USC. Z22(h)(3j.

(a) Telecommunicarions carrier or car­
rier, The terms "eetecommunications
carrier" or "carrier" shall have the
same meaning as set forch in seccion
3(44) of ehe CommunicatiOns Acc of
1934, as amended, 47 U.s.C, 153(44). For

§64.2005

the purposes of this subpart:. che term
"telecommunications carner" or "car­
rier" shall include an enticy tn.ac pro­
vides interconnected VolP service, as
that term IS defined in section 9.3 of
these rules.

(p) TelecommunicatJons service, The
term "telecommunicat inns service
has the same meaning given to such
term in section 3(46) of che Commu­
nJcations Acc of 1934. as amended, 47
U.S.C.153(46)

(q) Telephone number of record. The
telephone number associaced with the
underlying service, not the telephone
number suooLied as a customer's "con­
ract mform~tior,,"

(rl Valid pharo !D. A "valid photo lD'
is a government-issued means of per·
sonal Identification with a photograph
such as a driver's license. passport, or
comparable ID thac is nOt expired.

[12 FR 31961. Jillle B. 20071 .

*64.2005 U6e of customer proprietary
network information witbout cu~­

lomer approval

(a) Any ceiecommunications carrier
may use, disclose, or permit access to
CPNJ for the purpose of providing or
marKet:ing service offerings among the
categories of service (i,e., local. inter­
exchange, and CMRS) to which the cus­
tomer already subscribe5 from the
same carrier. without cuscomer ap­
proval.

U) If a ceiecommunications carrier
provides differenc categories of service,
and a customer subscribes LO more
than one category 0: service offered by
the carrier, the carrier is permitted to
share CPNI among the carrier's affili·
ated entities that orovide a service of­
fering to the customer.

(Z) If a :elecommunicatlons carrier
prOVides differenc categories of service,
but: a customer docs nOt subscribe to
mor~ than one offering by the carrier,
che carrier is noc Dermined to share
CPNI wich its affiliaces, except as pro­
vided in §RZ007(b)

(b) A teiecommunications carrier
may not use, disclose, or permit access
to CPNI co market to a customer serv­
ic~ offerings that: are wiLhin a category
of service to which me subscriber dOe5
not aiready subscribe from thac car­
rier, unless Wac carrier has customer
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§ 64.200i'

approval 1:0 do so. except as described
Ln paragraph (c) of this section.

0) A wireless provider may use, dis­
close, or Dermit access to CPNI derived
from its' provision of CMRS. without
customer approval. for the provision of
CPE and information service(s). A
wirehne carrier may use, disclose or
permit a::cess 1:0 CPNI derived from its
provision of local exchange sen'ice or
im:erexchange service, without cus­
tomer aoproval. for the provision of
CPE and call answering, voice mail or
messaging. voice sCDrage and retrieval
services, fax store and forward, and
protocol conversion.

(2) A telecommunications carner
may not use. disclose or permit access
to CPNl t:O identify or track customers
that cati competi~g service providers.
For example. a local exchange carrier
may no',: use local service CPNI to
track all customers !.hat call local
servIce competltors.

(c) A telecommunications carrier
may use, disclose. or permit access co
CPNI, .....ithout customer approval..as
described in -chis paragraph (c).

(1) A. -celecommunications carrier
may use. disclose. or permit access to
CPNI. without customer approval. in
its prov~sion of inside wiring installa­
tion. main-cenance, and repair services.

(2) CMRS providers may use, disclose,
or pennit access to CPNI for the pur­
oose of conducting research on the
health e:ffects of CMRS.

(3) LEes. CMRS providers, and enti­
. ties tha,: proVide interconnected Vol?
service as tha~ -cerm is defined in §9.3
of this chapter. may use CPNl, without
customer approval. to market services
formerly known as adjunct-to-basic
services, such as, but not limited to,
speed di;3.ling, computer-provided direc­
tory as~:i.stance, call monitoring. call
tracing, call blocking. call return, re­
peal dialing, call tracking, call wait­
ing, caller 1.D .. call forwarding, and
certain centrex features.

(dl A telecommunications carrier
may use. disclose. or permit access to
CPNI to protect the rights or property
of the carrier. or to protect users of
those services and other carriers from

47 CFR Ch. I (10-1-08 Edition)

fraudul.ent, abusive, or unlav.ful use of,
or subscription to, such sen'ices,

16; FR 20338, Apr. 2t 1998, as amended at. &I
FR 532.64. OCL "i. 1999: 67 FR 59211. Sept. ZO,
ZOO'!: n FR 31962. June 8. 2007]

~ 64.2007 Approval required for use of
customer proprietary network in­
fonnation.

(a) A telecommunicat.ions carrler
may obtain approval through written
oral or electronic methods.

(1) A telecommunications carrier re­
lying on oral approval shall bear the
burden of demonstrating that such ap­
proval has been given in compliance
with tne Commission's rules m this
part,

(2) Approval or disapproval to use,
disclose, or permit access to· a cus­
tomer's CPNI obtained by a tele­
communications carrier must remain
In effect until the customer revokes or
limits such approval or disapproval.

(3) A teiecommunications carrier
must maintain records of approval.
whether oral. writr.en or elecuonic. for
at least one vear.

(b) Use of Opt-Our and Opr-in Ap­
proval Processes. A telecommunications
carrier rna::,,.. subject to opt-out ap­
proval or opt-in approval, use its cus­
tomer's indiVidually identifiable CPNI
for the purpose of marketing commu­
nications-reiated services r.o that cus­
tomer. A telecommunicat.ions carrier
may. subject to opt-out approval or
opt-in approval. disclose it.s customer's
individuallv identifiable CPNl, for the
purpose of"inarketing communications­
related services to that customer, to
its agents and its affiliates that. pro­
vide communications-related services.
A telecommunications carrier may
also permit such persons or entit.ies to
obtain access to such CPNI for such
purposes. Except. for use and disclosure
of CPNI that is permit.ted without cus­
tomer approval under sect.ion §64.2005.
or that is described in this paragraph,
or as otherwise provided in sect.ion 222
of the Communications Act of 1934. as
amended. a telecommunications car­
rier may only use. disclose, or permit.
access to its customer's individuallv
identifiable CPNI subject to opt-in ap­
proval.

[01 FR 592lZ, SepL ZOo Z002, as amended at. n
FR 3196'!, June B. ZO01]

326



Federal Communications Commission

§ 64.200B Notice reouired for use of
customer proprietary network in·
formation.

(a) Notification. Generally. (I) Prior to
any solicitation for customer approvaL.
a teiecommunications carrier must
provide notificar:ion to the cusr:omer of
r:he cusr:omer's righr: r:o resr:rict use of.
disclosure of. and access r:(l r:har: cus­
r:omer's CPNI.

(2) A telecommunlcar:ions carner
must maintain records of notificar:ior•.
wher:her oral. written or elecr:ronic. for
at leasr: one year.

(b) individual nor:ice to cusr:omers
must be provided when soliciting ap'
proval to use. disclose. or permir: access
to cusr:orners' CPNl.

(c) Contenr of No[ice. Cusr:omer nor:ifj·
car:ion must orovide sufficient: inforTna­
r:ion r:o enable r:ne cusr:omer r:o make an
informeC: decision as r:o wher:her to oer­
mit a ca,Tier 'tD use, disclose. or permit
access (0, 'the customer's CPNI. .

(1) Thl! nor:ification musr: star:e thar:
the cuSt:lmer has a right, and the car­
rier has a dur:v. uncier federal law, r:o
pror:ect the confidenr:ialiry of CPNI.

r2) Thl! nor:ification musr: specify the
~vpes of information r:hat consr:ltute
CPNI and the specific emities that will
receive l:he CPNI. describe r:he purposes
for which CPNI will be used, and in­
form 'thi~ customer of his or her right
to disapprove those uses. and deny or
wir:hdraw access to CPNl at any time.

(3) The notification must advise the
customer of the precise steps r:he cus·
tomer muSt r:ake in order r:o grant or
deny access to CPNI, and must clearly
state that a denial of approval will not
affect the provision of any services r:o
which the customer subscribes. How­
ever. carriers may provide a brief
statement, in clear and neutral lan­
guage. describing consequences di­
rectly resulting from the lack of access
r:o CPNl.

(4) TI)e notification must be com­
prehensible and must not be mlS·
leading.

(5) If l.vrir:ten nor:ification is provided,
the notice must be clearly legible. use
sufficiemly iarge r:ype. and be placed in
an area so as to be readily apparent to
a customer.

(6) If any portion of a nor:ification is
translal:ed inr:o anor:her language. then

§ 64.2008

all portions of the notification must be
translated into tha'( language.

(7) A carrier may s'(ate in the notifi­
cation that the customer's approval to
use CPNI mav enhance the carner's
abilit)' to offer products and services
tailored to the customer's needs. A car­
rier also may star:e in r:he nor:ificar:ion
that it may' be compelled r:o disclose
CPNI r:o any person upon afflrmar:ive
written request by r:he custOmer,

(8) A carrier may not include In r:he
notificar:ion any star:emenr: attempting
r:o encouralle a' customer r:o freeze
r:hird-party access r:o CPNI.

(9) The notificar:ion must sr:ar:e that
any approval. or denial of approval ror
the use of CPNI outside of r:he sel\lice
to WhICh r:he cusr:omer aireadv sub­
scribes from r:har: carrier is valid until
r:he CUStomer affirmar:ivel v revokes or
limits such approval or denial.

(10) A telecommunications carrier's
sohcir:ar:ion for approval must be proxi­
mar:e r:o r:he nor:ificar:ion of a cus­
tomer's CPNI rights.

(d) Norice Requiremems Specific ro O.ot­
Oue. A telecommunicar:ions carrier
muSt orovide notificatiOn to obtain
opr-out approval through eJecr:ronic or
written mer:hods, but not by oral com·
munication (exceot as provicied in
paragraph (f) of 'this section). The con­
tents of anv such notification must
comply wir:h~ the requiremenr:s of para·
graph (c) of this section.

0) Carriers mUSt wait a 30~day min·
imum period of r:ime after giving cus~

tamers nor:ice and an oppDrtuni r:y to
opr:-out before assuming cusr:omer ap~

proval to use. disclose. or permir: access
to CPNI. A carrier may. in its discre­
tion. provide for a longer period. Car­
riers musr: notifv customers as to the
applicable waiting period for are·
sponse before approval is assumed.

(i) In r:he case of an electronic form
of nor:ification. r:he waiting period shall
begin to run from the date on which
the notification was sent: and

(ii) In r:he case of nDtification bv
mail. the watting period shall begin t~
run on the third day follDwing the date
that the nor:incation was mailed.

(2) Carriers using 'the Opt-out mecha­
nism must provide notices to r:heir cus­
r:omers everY two vears.

(3) Telecommunications carriers that
use e-mail to provide Opt-our: notices
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§64.2D09

must comply with the following re­
qUlrement:.s In addition ro the require­
ments generally applicable 1:0 notifica­
tion:

(i) Carriers must obtain express,
verifiable, prior approval from. con­
sumers ':0 send notices via e-mail re­
garding their service in general. or
CPNl in pan:icular:

(ii) Ca:rriers must allow CUSLOmers to
reply directly (0 e-mails comaining
CPNl notices in order 1:0 Opt-out;

(iii) Opt-out e-mail notices that are
returnee to the carrier as undeliverable
must be sent 'CO the customer in an­
other form before carriers may con­
sider !.he (U$comer (0 have recei';;eo no·
rice:

(iv) C,lrriers that use e-mail to send
CPNI netlces must ensure that (he sub­
Jeer: lim of '(he message clearly and ac­
curately identifies the subject maHer
of the e-mail: and

(v) Telecommunications carriers
must make available to everY cus­
tomer a method to opt-our: tnat fs of nc
additional cost to the customer and
that is available 24 hours a da\,. seven
days a week. Carriers mav satisfy' this
requirement through a combinac-ion of
methoo5, so long as all customers have
the abili't)' to opt~out at no COSt and
are able to effec::uate that choice
whenev~r thev choose.

(e) Notice R~quirements Specific co 0Pl­
In_ A 'Celecommunica'Cions carrier may
provide notification 'Co obtain opt~in

approval through oral. v.rrit'Cen. or elec­
Honic methods. The con'CenLS of anv
such no'Cificadon mUSI comply with
the requireinems of paragraph (c) of
this section

(f) NC'tice Requiremenrs Specific co One­
Time Use of CPNI. (1) Carriers may use
oral notice to obrnin limired. one-time
use of -:PNI for inbound and ou'[bound
cus'Comer telephone con'Cac'[s for the
duration of the call. regardless of
whether carriers use opt-out or opt-in
approval based on '[he' nature of the
contac':.

(2) TIle comems of any such nottfica­
tion must comply wi'Ch the require­
ments of paragraph (c) of this section.
except that 'Celecommunications car­
riers CTiay omit any of the following no­
tice provisions if not relevant to the
limited use for which the carrier seeks
CPN1:

47 CF~ Ch. I 00-1-08 Edition)

[i) Carriers need nor advise cus­
tomers thar: if they have opted-oU'(: pre­
viouslv, no action is needed to main­
tain the OpI-OU'[ elecCior.;

iii) Carriers· need not advise cus­
wmers thac chey may share CPNI with
their affiliaces or third parties and
need not name those entities. if the
limited CPNI usage ....ill not: result in
use by. or disclosure to. an affiliace or
chird parcy:

(iii) Carriers need not disciose the
means by which a customer can deny
or withdraw furure access to CPNl, so
long as carriers explain to customers
that the scope of the approval the car­
rier seeks is limited to one-time use;
and

(iv) Carriers may omit disclosure of
tile precise steps a Customer muse take
in order to grant or deny access to
CPNI. as long as the carrier clearly
communicates that the customer can
deny access t:O his CPNI for the call.

lSi FR 5921Z. Sept. 20. 2002]

§ 64.2009 Safeguard£; required for use
of cUBwmer proprietary network
information.

(a) Telecommunications carriers
must implement a syscem by which che
s'Ca'Cus of a customer's CPNI ap9roval
can be clearh' es'Cablished orior to the
use of CPNI. - .

(b) Telecommunications carriers
must train 'Cheir personnel as to when
they are and are not aut:horized to use
CPNL and carriers must have an ex­
press disciplinary process in place_

(c) All carriers shall main 'Cain a
record, electronically or in some other
manner, of 'Cheir own and their affili­
a'Ces' sales and marke'Cing campaigns
that use their cuswmers' CPNI. All
carriers shall maimain a record of all
ins'Cances where CPNI was disclosed or
provided t:O third parcies. or where
third parties were allowed access to
CPNL The record must include a de·
scription of each campaign. the specific
CPNl that was used in the campaign,
and what prociucts and services were
offered as a pare of the campaign. Car­
riers shall retain the record for a min·
imum of one year.

(d) Telecommunications carriers
mus'C establish a supervisor")' review
process regarding carrier compliance
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with che rules in mis suboart for out­
bound m;;trketing sltuatio~s and main­
tain records of carrier compliance for a
minimum period of One yen~, Soecifi­
cally, sales personnel must oo;;ain su­
pervisory approval of any proDosed Out­
bound marketing request for customer
approvaL

(e) A celecommunicacions carrier
must have an officer, as an agent of tne
CarTleL Sign and file with the Commis­
sion a comoliance certlficate on an an­
nual basis: The officer must state in
me cen:ification that he or she has per­
sonal knowledge chat the company has
eso:ablished opera(in/1 oroceoures mat
are ade~uate co ensure comphance
with the rules in this suboan: The car­
rier musr orovide a s1::at~ment accom­
panying th'e ceniflcate explaining how
It.s operating procedures ensu~e that it
is or is not m compliance With me
rules in this subpart in addicion. the
carner must include an explanation of
any actions taken againsc data broken
and a SIJITlm8rv of all cuscomer COIT'­
Dlamrs received in the Dast veal' CDr,­
~erning tne unautnor,zed r'elease of
CPNI. This filing must oe made annu­
ally wit.h the Enforcement Bureau on
or before March 1 in EB Docket No, Ot­
36, for clata percaining to the previous
calendal" year,

(f) CaIT-iers must provide ""'Titten no­
tice Within five business davs lO lr;e

Commission of anv instance ~here che
opt-out mec;"anisrits do noc work prop­
erly, to such a degree tha;; consume~s'

inability to opt-out is more than an
anomaly.

(11 The notice shall be in 6e form af
a lener, anc shall include the carner's
name, a descriotion of the oat-out
mechanism(s) uied. the problem(s) ex­
penenced, the remedy pro?osed aIld
when it will be/was implemented,
whechel- the relevant state commis­
sion(s) has been nocified and whecher it
has taken any action. a copy of the no­
tice provide:d to r:ustomers, and contae;:
InformatlOn.

(2} S'.1ch notice must be submined
even if the carrier offers other methods
by which consumers may Opt-OUL

163 FR 20338, ApI'. 24, J998, as amended at 64
FR 5325'1 OCt. I, l!l!l!l; 57 FR S!lZI3, Sept. 20,
2002: n FR 31962. June 6,20071

§64.2010

§64,.2010 Safeguards on the disclosure
of cusUlmer proprietary network
information.

In) Safeguarding CPNI. Telecommuni­
cations carners must take reasonable
measures to diSCOver and protect:
against attemots to gain unauthorlzed
acc"ss ,0 CPNI Telecommunlca,ions
carriers must properly authenticate a
customer prior to disclosing CPNI
based on cust:omer-initiated teleohone

. con"Cac"t. online acCOunt access, or an
in-store vis it,

rb) TeieDhone access ro CPNT Tele­
communicat:ions carriers mav only dis­
close call det:ail informal:lO~ over t:he
teleanone. based on customer-init:iaced
telephone con:act, if L'le customer first
oravides the carrier with a passworc!,
a$ described in paragraoh (e) of ,h;s
sec;:ion, that is not prompced by the
carrier asking for readily avaiiable biG­
graphical information, or account in­
formation, If che cust:omer does not
provide a password, the telecommuni­
cations carrier may only disclose call
detai: information by sending ic to the
cUStomer's nddrcss of record, or by
calling tile CUStomer ac the telepnon'",
number of record, If the cuscomer is
able co provide call detail miormat:ion
CQ th~ telecommunications carrier dur­
ing a customer-initi aced call without
L1e telecommunications carrier's as­
siscance. chen the telecommunications
carrier is permined to discuss che call
detail information provided by [he cus­
tomer.

(c) Online access to CPNI. A tele e

cpmmuolcations carrier mus, authen­
ticace a customer wimouc the use of
readily available biographical informa e

tion. or account information. prior [0

"Huwing the CUSlomer online access 'to

CPNI related to a telecommunications
service account, Once authenticated,
the customer may only obtain online
access Lo CPNI rel"led to a tele­
communlca(ions servlce accoun:
through a password, as d~scribed in
paragraph (e) of tllis section, that is
no;: prompled by ltle carner asking [or
readily availabie biographical informa­
tion, or account informacion,

(d) In-score access [0 CPNI. A teie­
communicatiuns car-ier may discluse
CPNI to a CUSLomer who. at acarner's
retail location. first presents to the
telecommunications carrier or itS
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agent a valid phow ID mat:ching the
customer's account information.

(e) EsrabJishmem of a Password and
Back-up Authentication Mechods for Los,
or Forgor:r:en Passwords. To eS1:ablish a
password. a telecommunicauons car­
rier mun authenticate the Customer
withom the use of readily available bi­
ographical mformatlOn. or account in­
formation. Telecommunications car­
riers may create a back-uD customer
authentication method in the event of
a lost or forgonen password. out such
back-up cuswrner authentication
methOd may not prompt the custome~

for readily avaUabJe biographical infor­
mation. or account mformation, If a
cuswme~ cannot proYide the correc;:
password or the correct response for
the back-uD cuswmer authentication
method, the customer must establish a
new password as described in this para­
graph.

(fJ Notification of accounr changes.
Telecommunications carners must no­
tify customers immediately whenever
a ·oassword. Customer reSDonse to a
back-up means of authentication for
lost Dr i'orgonen passwords. online ac­
count. or address of record 1S created or
changed. This notification is not re­
quired when the customer in1tiates
service. including the selection of a
password at service initiation. This no­
tiflcaticlTI may be through a carrier­
originated voicemail or text message
to the 1:elephone number of record. or
bv maii to the address of record. and
cT;ust nDt reveal the changed informa­
tion or be sem to the new account in­
formation.

(g) Business cusromer exemption. Tele­
commu:ilications carriers may bind
themse~ves contractuallv to authen­
tication regimes other than those de­
scribed in this section for serv1ces they
provide to their busmess cUStomers
that have both a dedicated account
representative and a contract thar: spe­
cifically addresses the carriers' protec­
tion of CPNI.

\72 FR 31962. June E, 2DD7]

*64.2011 Notification of customer p~.
pril~~' network information secu­
rity breaches.

(a) A telecommunications carrier
shall nOt:ify law enforcement of a
breach of its customers' CPNI as pro-

47 CFR Ch. I OD-l-{lS Edition)

vided in this senion. The carrier shall
nOt notify its CUStomers or disclose the
breach publicly. whether voluntarily or
under s~ate or- local law or these rules,
until it has completed the process of
notifymg law enforcement pursuant w
pa~agraoh (b) of thiS section,

(b) As soon as practicable. and in no
eVent later than seven [7) business
days. aher reasonable determ1nation of
the breach. the telecommunications
carrier shall electronicallv notifv the
united States Secret Sei'vice (USSS)
and the Fecieral Bureau of InveStiga­
tion (FBI) through a central reponing
facility, The ComrriisslOn will maintaIn
a linK 'to the reponing facilJty at hrrp:/'
www.fcc.gov/eblcpnr

0) Notwithstandmg any state law to
the contrary. the carrier shall not no­
tify Customers or disclose the breach to
the public until 7 fu1i business days
have passed aher notification to the
USSS and the FBI except as provicied
in paragraphs (b)(2) and (bJ(3j of this
section.

(2) If the carrier believes that there is
an extraordinarily urgent need w no­
tlfy any class of affeCted cuswmers
sooner than Dtherwise allowed under
paragraph (b) (I) of this section, in
order to avoid immediate and irreo­
arabie harm. it shall so ind1cate in i~s
notification and may proceed r:o Imme­
diately notify' its affected cUStomers
only after consultation with the rel­
evant investigating agency. The carrier
shall cooperate with the relevant in­
vesrigaring agency's request t:O mini­
mize any adverse effects of such cus­
tomer notification.

(3) If the releyant investigating agen­
cy determines that public disclosure or
notice to customer.; would impede or
compromise an ongoing or potential
criminal investigation or national se­
curity. such agency may direct the car­
rier not to so disclose or notify for an
initiai period of up to 30 days. Such pe­
riod may be extended by the agency as
reasDnably necessary in the judgment
of the agency. If such direction is
given. the agency shall notify the car­
rier when it appears that public disclo­
sure or notice to affected Customers
will no longer impede or compromise a
criminal investigation or national se­
curity. TIle agency shall provide in
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